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A DRACAS FOR DISTRIBUTED CONTROL, 
COMMAND AND SIGNALLING (CCS) SYSTEMS 

Richard Barrow MIET C.Eng, FIRSE;  CCS Engineer, RSSB 

1 INTRODUCTION 

This paper discusses how implementing a single, cross-industry Defect Recording Analysis and Corrective 
Action System (DRACAS) architecture and framework for distributed Control, Command and Signalling (CCS) 
systems would benefit transport operators (projects and maintenance) by helping them to improve the way 
shared risk is managed.   

The purpose of this paper and presentation is to highlight the benefits of such a system, the outcomes from 
research projects, identifying the recommended approach to implementation and the challenges to be faced. 

2 BACKGROUND 

The Great Britain (GB) mainline railway is a highly complex system comprising a multitude of technical and 
operational systems, incorporating people, equipment and processes. It is overseen, managed, operated and 
used by many different stakeholders, including: 

a) Transport operators 

b) Railway supply chain members 

c) Legislators and standards setters 

d) Railway customers. 

These stakeholders exist within a complex framework that is defined by legislation, standards, commercial 
contracts and societal values. Stakeholders fulfil a range of different roles, including: 

a) Governance 

b) Standards setter 

c) Infrastructure manager 

d) Passenger train operator 

e) Freight train operator 

f) Industry association 

g) Leasing agent 

h) Supplier 

i) Contractor 

j) Customer (passenger and freight). 

An effective management system is needed to control safety and performance risks throughout the system life 
cycle in order to avoid consequential loss and harm to people and property.  Nearly all railway systems have the 
potential to affect safety and business performance. 

For a planned change to a railway system (for example, re-signalling or introduction of new rolling stock), the 
project is responsible for controlling the level of risk to an acceptable level before the change is taken into 
operational use.  Many complex projects use a ‘Defect Recording, Analysis and Corrective Action System’ 
(DRACAS) to help the affected parties work together within the ‘plan-do-review’ cycle. 

 

When a planned change is implemented, the relevant asset managers become responsible for maintaining the 
operational risk at an acceptable level throughout the operational life of the system.   

Unplanned or gradual changes continually arise within the operational railway, which, over time, can have the 
potential to influence the level of operational risk (for example, changes in traffic patterns, personnel, other parts 
of the railway, social behaviour etc).  A DRACAS can help asset management stakeholders to monitor system 
performance and work together to control the level of safety risk and performance risk in operational systems. 
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In many cases, system risk can be managed wholly within the safety management system of a single transport 
operator; however, co-operation becomes necessary when shared systems cross organisational boundaries, that 
is to say, shared risk arising from shared systems. 

In GB, the Railways and Other Guided Transport Systems (Safety) Regulations 2006 (ROGS), Regulation 22 
imposes a duty on all transport operators to co-operate to manage shared risk. 

3 BUSINESS GOALS, BUSINESS PROCESSES AND DATA 

A primary business goal of any commercial enterprise is to generate revenue.  This goal is usually realised by 
selling one or more capabilities (products and / or services) that meet the needs of potential customers.   

Company objectives usually describe how the company intends to meet its goals.  Infrastructure managers aim 
to realise their business goals by selling railway infrastructure capacity to railway undertakings.  Railway 
undertakings aim to realise their business goals by selling train services and train capacity to railway users. 

A view showing the structure of such a system is shown in Figure 1. 

stakeholder role

service provider

infrastructure manager

railway undertaking

customer

railway user

railway system capability

1..* 1..*

meets needs of

railway business goal

1..* 1..*

meets needs of

1..*

1..*

realises

Figure 1  Business goal view
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A type of

1....* One to many
 

Figure two is a different view of the same system in the infrastructure manager – railway undertaking business 
context, where both parties have a shared goal, which is to generate revenue. 
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The ability of a service provider to realise their business goals is constrained by the efficiency and effectiveness 
of their management processes. 

Each management process is made up of three interrelated features which interact over time.  These features 
are shown in Figure 3: 

a) Stakeholder role(s) 

b) Task(s) 

c) Artefact(s). 
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Each process utilises assets.  Asset types include: 

a) People 

b) Data 

c) Technical assets. 

Figure 4 shows the relationship between processes, assets and the roles people perform. Data is a key part of 
each process.   

stakeholder role

process asset

1..* 1..*

utilises

personposition

1 1

defined by

1..* 1..*

takes on

data

technical asset

1..*

1..*is deployed onto

1..*

1..*

acts on

asset life cycle

1 1

defines life of

Figure 4 Asset view

 

 

Data needs to be available and compatible with the people and technical systems that use it.  The extent to 
which data is compatible is supported and influenced by data variables such as: 

a) Data content 

b) Data structure 

c) Data format 

d) Data quality. 

The effectiveness of a process is constrained by data compatibility.  The less compatible the data, the less likely 
it will be that the process will be effective.   

Data quality variables include: 

a) Timeliness 

b) Accuracy 

c) Relevance 

d) Legibility 

e) Completeness. 

Irrespective of whether a role is performed by a person or a technical system, each task includes the following 
sequence of actions: 

a) Detect 

b) Understand 

c) Decide 

d) Act. 
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Where a role is performed by a technical system, task reliability means that an appropriate level of integrity has 
to be designed into the system.  Where a role is performed by people, they have to be capable and competent to 
take on the role(s) defined by their position within the organisation.  Within the CCS domain, the IRSE licensing 
scheme plays a key role in this, which includes an assessment of the licence holder’s ability to obtain data, 
evaluate it to form an understanding, take the required decision and then act upon it, including informing others 
where appropriate to do so.  

Figure 5 shows how data availability and data quality support and influence a task within a typical decision-
making process.   

 

Role 1 performs the task.  Irrespective of their level of competence, the ability to take a decision and act upon it 
is dependent on the quality of information that is available.  That information may be current and may arise from 
prior learning and experience, which is also dependent on the availability of information. 

Role 2 signifies an external actor in order to show how data provided by external sources influence the 
understanding and learning of role 1.  Where role 2 exists within a different commercial enterprise, co-operation 
and compatibility between role 1 and role 2 is necessary to manage data availability and data quality. 

Tasks are performed at all levels in an organisation, including: 

a) Short term / local objectives 

b) Medium term / tactical objectives 

c) Long term / strategic objectives. 

Availability of information and data constrains understanding and learning at local, tactical and strategic levels 
within stakeholder organisations.   

Improved learning enables better business decisions and therefore better actions, which contribute to the 
achievement of the business goal of generating revenue.   
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4 A DRACAS FOR CONTROL, COMMAND AND SIGNALLING SYSTEMS 

The principles set out in section 2 should be applied to the way railway industry stakeholders manage Control, 
Command and Signalling (CCS) systems. 

Although many CCS systems exist wholly within the domain of the infrastructure manager, some CCS systems 
are sub-divided into a trainborne subsystem and an infrastructure subsystem.  The scope of shared CCS 
systems in GB includes: 

a) Class A 'new' systems, typically ETCS and GSM-R 

b) Class B train protection systems, typically Automatic Warning System (AWS) / Train Protection and 
Warning System (TPWS), Great Western Automatic Train Protection (GWATP) 

c) Class B radio systems, typically Cab Secure Radio (CSR), National Radio Network (NRN) 

d) Train detection systems. 

Shared system risk means that infrastructure manager and train operator failure management processes have to 
be compatible with each other.   

In GB, the requirements for reporting CCS system failures are set out in the Modular Rule Book (GE/RT8000).  
After each CCS failure has been reported, the Railway Group Standard GE/RT8106 − Management of Safety 
Related Control, Command and Signalling (CCS) System Failures, requires the infrastructure manager and train 
operator to share information with each other so that failure response and repair can be managed in a safe and 
consistent way.   

The cause of failure is not always apparent from the reported failure symptom, which means that in many cases 
the infrastructure manager and railway undertaking both initiate failure investigations within the CCS subsystem 
for which they are responsible.  These investigations may be conducted at different times, in different locations 
and in accordance with different asset management regimes.  

GE/RT8106 requires the infrastructure manager and railway undertaking to communicate specific types of 
information to each other, for example, the failure classification, the identified cause and what corrective action is 
being taken to restore the subsystem to service.  This helps both parties to prioritise their asset management 
resources and take decisions that are compatible with the level of risk that needs to be managed. 

If information sharing is done well, all of the failure investigators / fixers and asset managers should have the 
data necessary to support their tasks, including a shared understanding of what went wrong and what action is 
necessary to resolve the failure.   

If the information available to either party is of poor quality or is incomplete, it will be more difficult to manage the 
failure.  This can result in the cause of a failure not being found, in which case asset managers may decide that 
equipment has to be replaced before the system can be safely restored to service, and also that further 
investigation needs to be commissioned from a third party such as a laboratory.   

Poor data availability leads to repetitive failures, inefficient failure investigation and unnecessary component 
replacement, all of which inject significant costs into the rail industry and affects the bottom line. 

Figure 6 shows information sharing as a distinct task, which has its own internal processes and therefore 
includes its own roles, tasks and artefacts needed to send and receive information.  It is also important to 
understand that communication of information is a two-way process.  The key roles that perform information 
sharing tasks are the infrastructure manager fault controller and the railway undertaking fault controller.   

A shortcoming of the existing industry processes for information sharing is that they only support discreet CCS 
system failures at a local level.  Tactical stakeholder decisions and national strategic decisions are difficult to 
manage at a whole CCS system and CCS subsystem level because of a lack of information and understanding 
about whole system performance. 
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New CCS systems such as the European Train Control System (ETCS) and Global System Mobile – Railways 
(GSM-R) are increasingly complex in nature, incorporating black-box technology, computer hardware and 
software and a different balance of infrastructure subsystems and trainborne subsystems. 

ETCS train protection functionality means that a serious system fault has the potential to stop a train and prevent 
its further movement until either the system has been isolated or the failure is resolved.  This suggests that the 
impact of failures could be much more commercially significant than the impact of existing CCS shared systems. 

In general, GB stakeholders do not yet have significant underpinning knowledge and experience of new CCS 
system performance, for example failure rates, failure symptoms and methods of corrective action.  This will 
affect the efficiency of failure response, including mean time to repair and the quality of the response.  

This could be described as a 'significant potential for learning', which needs to be supported by an asset 
management system that provides decision makers with quality information and data about new CCS systems. 

Currently, the GB rail industry is addressing this challenge by establishing cross-industry strategy groups, some 
of which are facilitated by RSSB.  An example is the TPWS strategy group, which includes stakeholder 
representation from the infrastructure manager, railway undertakings, rolling stock companies (RoSCos) and 
suppliers.  One of the problems of this approach is the potential for disconnect between the agreed industry 
strategy and the competing commercial objectives of each stakeholder organisation. 

This was recognised by Vehicle Train Control and Command (V/TCC) Systems Interface Committee (SIC), which 
commissioned RSSB to undertake some research into the feasibility of implementing a DRACAS for shared CCS 
systems. 

Figure 7 modifies Figure 6 to show how a DRACAS would be of benefit to stakeholders of shared CCS systems. 
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Failure investigation processes can be considered as a sequence of interacting tasks that are associated by 
information flows.  Figure 5 shows the breakdown of individual tasks.   

Some of these information flows are managed entirely within a single transport undertaking, but other flows have 
to pass across organisational boundaries.   

Figure 8 shows how a CCS DRACAS would facilitate the sharing of information between infrastructure manager 
and railway undertaking personnel, including the facilitation of organisational learning. 

IM task 1 IM task 2 IM task 3 RU task A RU task B RU task C

provide IM output

data

«includes»

facilitate

information sharing

«enables»

provide RU output

data

«enables»

«constrains»

IM task RU task

specify DRACAS

data quality

«constrains»

specify DRACAS

process

«constrains»

specify DRACAS IT

architecture

«constrains»

«constrains»

«includes»

meet RU task

objective

«includes»

meet IM task

objective

«includes»

IM role RU role

CCS DRACAS IT

facilitate

organisational learning

«includes»

Figure 8  CCS DRACAS context view

 

The extent to which organisational learning can be achieved is dependent on the scope and application of the 
DRACAS.  In order to achieve optimum learning, it would be beneficial to implement a single national CCS 
DRACAS covering: 

a) All new CCS systems 

b) The whole system life cycle 

c) All stakeholder groups. 
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In terms of ERTMS, a single national DRACAS architecture and process framework would be used by: 

a) All project teams within the ERTMS national programme 

b) The infrastructure manager 

c) All participating train operators 

d) Rolling stock leasing companies 

e) Suppliers. 

5 DRACAS RESEARCH 

Three DRACAS research projects have been managed by RSSB: 

a) T754 Development of an industry defect recording and corrective actions system for control, command 
and signalling equipment. 

b) T957 Development of a costed business model for DRACAS. 

c) T960 Specification of a defect recording and corrective actions system architecture and process 
framework. 

Research report T754 identifies the customer requirements for a CCS DRACAS in terms of local, tactical and 
strategic business objectives.  It supports a phased implementation, starting with a small number of local and 
short-term applications and functions to provide early benefits, with additional, more complex DRACAS 
functionality added at a later stage to address medium- and long-term business objectives. 

T754 also identifies a number of constraints, one of the most significant being that businesses would like to have 
the benefits of a DRACAS without needing to replace their existing IT systems.  This has been a key factor 
influencing the development of the system architecture and process framework. 

Research report T957 discusses the costs and benefits to the GB rail industry of a shared DRACAS for GSM-R 
and ERTMS systems under a number of implementation scenarios, ranging from full take-up by stakeholders to 
no take-up.   

T957 predicts that, under the good scenario, where all relevant duty holders participate in the shared DRACAS, 
the net benefit to the GB rail industry from 2011 to 2030 amounts to £472.7m. The net present value (NPV) of 
these benefits is £284.4m.   

This contrasts with the other extreme where, based on the experiences of introduction of unfamiliar technologies 
on GB railways, and the lessons learned from overseas railways and other industries, the net benefit to the 
industry will be -£415.7m (NPV: -£255.9m).    

T957 makes the following recommendations: 

a) The GB rail industry should implement a shared DRACAS for new CCS systems. 

b) The cross-industry team responsible for the implementation of the shared DRACAS should devote as 
much of its time to planning training and process redesign among industry participants as to the 
introduction of an IT system.  

c) Each duty holder should have access to the shared DRACAS well before it has to implement new 
CCS technology. 

d) Participation in a shared DRACAS should be mandatory for duty holders and it should be mandatory 
that franchisees' contracts with relevant suppliers require the suppliers to participate in the shared 
DRACAS too.  

e) The industry should be prepared to provide assistance to smaller organisations (both duty holders and 
others) that may lack all the resources they need to effectively implement the shared DRACAS within 
their organisations. 
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f) The industry should showcase the shared DRACAS for new CCS systems. 

Research report T960 recommends an architecture and framework that would allow stakeholders to implement 
a DRACAS for shared CCS systems, while at the same time retaining their existing IT systems. 

The proposed process architecture recognises that there is a need for formal communication and agreement 
between duty holders at several points in a fault’s life cycle, but as far as possible stakeholders should be able to 
use their own existing processes and systems to rectify the fault.   

The process architecture is centred on a shared fault record, created when any duty holder reports a CCS 
system fault, whose life cycle is managed and monitored by the CCS DRACAS IT system.  The life cycle reflects 
the fault’s status as seen by the individual duty holders and the actions taken by them to investigate, rectify and 
verify it. 

The software architecture will use a messaging backbone to handle the connections between its own 
components, and to the many and various stakeholder IT systems, in as flexible and extensible a way as 
possible.  The backbone will support both low-latency fast synchronous communication and asynchronous batch-
mode interfaces.  The architecture will be service-oriented rather than application-oriented, enabling stakeholders 
to use CCS DRACAS functions in a number of different ways which suit their own IT and process constraints. 

The architecture defines: 

a) Some invariant components:  a Canonical Data Model for CCS faults; a set of datagrams which define 
the data content of communications between duty holders and the CCS DRACAS; and a set of data 
services which will be used to implement the communications and enable stakeholders to comply with 
the RGS in a number of different ways.   

b) A core set of IT components which support basic functions of the CCS DRACAS: a data 
communications bus, interface adapters with industry IT systems, security and access control, data 
storage for faults and other data items, a web server to provide data services and user interfaces, data 
management interfaces, a business intelligence reporting capability.  These components will support a 
large range of fault-related reports and enquiries. 

c) Guidelines for optional and extensible elements, which support future functions whose scope is not yet 
definable with any precision: querying of fault, component and asset information, including federated 
data from external data sources; provision of data quality improvement services such as reference data 
lookups; extended querying facilities for information stored in stakeholder IT systems. 

The architecture uses industry standards and recommends well-understood and non-proprietary techniques. 

6 IMPLEMENTATION 

The CCS DRACAS should be implemented in several stages rather than all in one delivery so that early benefits 
can be gained and the technical approach proven.  The order of delivery of the functions is to be driven by 
business requirements, of which the most significant are the need to synchronise with the early ETCS projects on 
Thameslink, and the Great Western main line, and to generate early returns for all participating stakeholders.   

The suggested stages of implementation are: 

Stage 0 –  (preliminary):  Industry agreement on standards, shared data items, fault statuses, 
application hosting, management responsibility, mandatory vs optional elements of the process and 
software architecture, governance arrangements.  Expected duration 12-18 months. 

Stage 1 Communications backbone, adapters to project-level DRACAS and relevant duty 
holder fault management systems, shared fault database, message logging, basic fault reporting.  
Expected development duration 9-12 months. 

Stage 2  Business intelligence database, additional adapters, basic reference data lookup 
services, original fault data service.  Expected development duration 9-12 months, overlapping with 
Stage 1. 
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Stage 3  Further data services, further system interfaces, messaging workflow orchestration.  
Expected duration 6-9 months, overlapping with Stage 2. 

Stage 4  External data querying using triple store and web ontology.  Duration uncertain; 
research work can start early and go in parallel with Stages 0-3. 

7 GOVERNANCE 

The CCS DRACAS development will be guided by existing railway industry standards and processes such as the 
Systems Code.  Additional governance themes are: 

a) The need for a repository of the architecture, accessible to all CCS DRACAS software developers, so 
that they have a clear reference to work to 

b) The need for a custodian of the architecture to work with CCS DRACAS software and process 
developers to ensure that the projects comply with the architecture’s stipulations and that the 
architecture itself evolves in a managed way that remains true to its principles 

c) The need for a system maintenance manager to ensure that the CCS DRACAS configuration and data 
are kept up to date and fit for purpose 

d) The need for a custodian of the service level agreements to be placed with maintainers of the 
hardware and telecommunications 

e) The need for a robust change management process to handle bug fixes and enhancements to the 
CCS DRACAS. 

8 CONCLUSIONS 

The quality and availability of CCS system performance information affects the quality of the decisions and 
actions taken at all levels in the railway industry, throughout the whole system life cycle.  This affects industry 
performance at strategic, business and local levels. 

Data quality has been a challenge for the GB rail industry ever since the need arose to share information 
between different parties across organisational boundaries.  The introduction of new, distributed, and 
increasingly complex CCS systems presents the GB rail industry with a greater challenge and also the 
opportunity to improve CCS system information management and learning. 

If properly implemented, a CCS DRACAS would help businesses to work together to take better local, tactical 
and strategic decisions relating to the management of distributed CCS systems.   

The business model suggests that the potential long-term cost benefit for the whole industry could be ten times 
greater than the implementation cost.  It also suggests that the ‘do-nothing’ option could be a very costly 
alternative. 

The CCS DRACAS would have an active life stretching into decades on a gradually increasing scale, eventually 
covering nearly the whole GB rail network. 

The CCS DRACAS should be implemented incrementally, in accordance with business needs and the 
implementation of new CCS systems. 

 

The following challenges need to be addressed: 

a) CCS DRACAS implementation will involve many stakeholders across the industry, changes to industry 
standards and guidance, changes to existing IT systems and existing fault management processes.  

b) CCS DRACAS implementation needs to fit in with the ERTMS implementation programme, which itself 
is evolving. 

c) The strategic benefits arise only if a significant majority of stakeholders are willing to participate. 
Stakeholders may have different commercial objectives. 
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d) Issues to do with governance, participation, funding, data availability, safety and compliance need to 
be resolved. 

e) The DRACAS architecture and framework involves a complex set of technical and process 
challenges.  The proposed service-oriented architecture, though common in enterprise-level systems in 
industry, is new to the rail domain.  The value it brings is the breakdown of information silos and the 
ability to share services more widely than the immediate requirement would suggest. 


